Excerpt from DRAFT SAFECOM Statement of Requirements for Public Safety Wireless Communications and Interoperability Version 1.0 dated March 10, 2004


3. Public Safety Wireless Communications Scenarios 
3.1. Introduction 
This section includes several scenarios of typical public safety operations to provide a view of future public safety communications. These scenarios describe credible, realistic incidents, activities, and responses that involve public safety agencies and personnel. While these scenarios do not cover all possible activities and situations, this collection provides a comprehensive vision of the future of public safety communications. Additional scenarios that depict increasingly complex events and their associated communications requirements are included in the Appendix. These scenarios provide descriptions of the voice and data communications used in routine, day-to-day operations and include a traffic stop, a structure fire, and a medical emergency. In the Appendix, two scenarios—a pre-planned event, represented by a college football game, and a terrorist car bomb—reflect the interaction of multiple services in a local area, and, finally, two scenarios—a hurricane and an earthquake—represent large-scale regional events. 

There are several common elements in the following scenarios defined below. 
Public Safety Communications Devices—Public safety personnel in these scenarios communicate using a device that is portable (handheld or wearable), unless specifically noted for Command Post or other in-vehicle use. Throughout this document, these devices will be referred to as Public Safety Communications Devices (PSCD). These devices perform the communications functionality as defined in the scenario. Because the emphasis of these scenarios is on communications capabilities, other important considerations for technology development, such as form (e.g., how text data is input to the device via keyboard, stylus, or spoken language) are not discussed. The scenarios also do not distinguish as to whether a public safety individual is carrying one or more such devices; however, it is noted that minimizing the number of separate devices required to provide the described functionality is preferred, consistent with other requirements, such as affordability and maintainability. 

Public Safety Communications User Group—Public safety personnel and resources that are recognized by the system to share communications and information. This implies that traffic related to this user group only traverses the portion of the network necessary to reach all members of particular user group. Each user group can be a permanent unit or a temporary unit created by an authorized user for a particular task. 

System of Systems—The communications devices are associated with systems or networks that range in size from small to large. Whether large or small, the systems work with each other to pass information and communications back and forth seamlessly. In other words, all systems together become a system of systems. 

Personal Area Network (PAN)—On the small scale, the communications device interacts with other devices that belong with the public safety individual. A first 

responder is equipped with wireless devices used to monitor the first responder’s physical location, pulse rate, breathing rate, oxygen tank status, as well as devices for hazardous gas detection and voice communications. The devices are all linked wirelessly on a personal area network (PAN) controlled by the first responder’s communications device. 

Incident Area Network (IAN)─An incident area network (IAN) is a network created for a specific incident. This network is temporary in nature. 

Jurisdiction Area Network (JAN)─The JAN is the main communications network for first responders. It is responsible for all non-IAN voice and data traffic. It handles any IAN traffic that needs access to the general network, as well as providing the connectivity to the EAN. 

Extended Area Network (EAN)—The city systems are in turn linked with county, regional, state, and national systems or extended area networks (EAN). 

Permanent and Temporary Networks—JANs and EANs are networks that exist at all times whereas the IANs are created on temporary basis to serve a particular purpose, such as an incident and then are dissolved. The nature of the IAN is such that it may not reach all areas of an incident. In such cases, the user would either connect to the JAN, or create a temporary network to extend the IAN to the area not covered. 

Public Safety Communications User Registration and Authorization—The PAN is created every time a public safety individual begins a work shift and turns on his communications device. The individual needs to provide a positive identification, such as through a biometric scan, to his communications device, which then registers the individual on the network. From that moment on, all voice or data communications from that communications device are associated with only that individual. All the pieces of equipment that can monitor the environment, monitor the health of the individual, locate his exact position, etc. register with the individual’s identification on the systems so that every time a monitor provides a measurement, the measured value is associated with that public safety individual. Each individual also has privileges, permissions, and authorities to communicate with others and to access databases and systems to complete the individual’s work assignments. The systems will allow communications and system access based upon the user’s profile and authorizations. 

Temporary Network Creation and Growth—An emergency event or incident can happen anywhere, and those responding to the incident must have communications on-scene as well as away from the scene for command, control, and information to complete their missions. As public safety individuals and resources, such as ambulances and fire engines, come into an incident, the incident communications system or IAN will automatically recognize the new entry, register and authorize the resource, and allow an authorized user to assign the resource to user groups for communications and information exchange. Additionally, in the absence of a network, such as an IAN or JAN, the communications system is designed to allow continued operation in the absence of this infrastructure. 

The following scenarios include three that relate future communications capabilities for the first responder disciplines and one that describes future command, control, communications, and information sharing for a large incident. 

3.2 EMS—Heart Attack Scenario 

Initial Work Shift Tasks 

At 3:00 p.m., two paramedics report for their shift with the Brookside ambulance service. After being assigned to ambulance A-34 and receiving the day’s situation updates from the shift supervisor, they go to their ambulance and begin their system initialization tasks. Both paramedics turn on the Public Safety Communications Devices (PSCDs) that are integrated with the medical equipment and the ambulance’s wireless incident area network (IAN), which allows them to have contact with the network when they operate outside the ambulance. At power up, all medical devices, including the video cameras, go through their self tests and report their status to the local command and control system on board the ambulance; the PSCDs go through their network registrations and the ambulance wireless network links to the hospital network to register and download the latest information from the county public health center, emergency procedures from sources, such as the poison center and instructional aids with the latest EMS training packages. 

Both paramedics must go through a biometric identity check with their PSCDs. After authenticating each paramedic, the ambulance system sets up the profiles of the two paramedics on the medical equipment and the PSCDs, establishes the level of authorized data access for each paramedic across available databases, and initiates personal tracking of each paramedic so that a record can be made of all instructions given to each paramedic, and the treatment each paramedic provides. 

Before formally alerting dispatch that A-34 is in an active status and available for calls, one paramedic goes through a training exercise (using a life-like mannequin) that simulates a situation in which parents have reported their child has stopped breathing. The other paramedic runs the “Required Inventory” program that identifies all the medical supplies needed on board, locates the inventory present via radio frequency identification (RF ID) tags, and restocks the supplies that the system identifies as insufficient. 

At 3:25 p.m., A-34 reports to the dispatcher via its on-board data system that it is active and available for calls, and follows up with a radio voice call corroborating the same message. The dispatcher acknowledges that A-34 is active and that dispatch is properly receiving location data from the unit. He assigns the unit to patrol a prescribed grid in the Brookside area. 

EMS Response to Heart Attack Call 

At 4:19 p.m., the Brookside Public Safety Answering Point (PSAP) receives a 9-1-1 call from the relative of a man who has returned home from playing tennis and is reporting chest pains. From the PSAP’s computer aided dispatch (CAD) display, the dispatcher knows that the A-17 team is available and is close to the address but will require 7 minutes to reach the address because of heavy rush hour traffic near several factories. The CAD shows that A-34 is farther away from the address, but has little traffic in its path, and is therefore only 4 minutes away. The dispatcher notifies A-34 and simultaneously sends a digital message providing the patient’s name and address. A-34 leaves its location and the ambulance driver notifies the dispatcher who in turn relays the information to the relative stating that paramedics are on their way. 

The ambulance driver views the patient’s address on the cab monitor display, which also maps the route for the driver; a computer-activated voice directs the driver to the appropriate lanes and where to turn. As the ambulance approaches traffic lights along the route, the on-board signaling system adjusts the traffic light sequence to allow the ambulance to travel through quickly and the on-board system also interrogates the county’s transportation system for road closures, blockages, train conflicts, or slow traffic conditions to route the ambulance around impediments and provide the fastest route to the patient. At the same time, the geo-location system provides information on the ambulance location and progress on the dispatcher’s CAD display. 

A-34 arrives at the patient’s house at 4:23 p.m. and the paramedics enter the home to find the patient barely conscious on the living room couch. While one paramedic begins a preliminary medical assessment, the second paramedic acquires personal information about the patient through the other person present. The patient’s information is entered by the attending paramedic who uses the ambulance’s on-board facilities to capture the data─patient’s name, address, gender, age, etc., through a voice recognition system. One paramedic checks the most recent list of available hospitals and confirms that the Brookside Hospital’s Emergency Room (ER) will be able to accept the patient. The paramedics discover the patient is wearing a medic alert RF ID bracelet; the paramedics scan the RF ID tag and find that the patient has a severe allergy to penicillin-based medicines. 

The paramedics attach a wireless 12-lead electrocardiogram (EKG) unit to the patient and the unit begins transferring its digital information to the PSCD. The Brookside Hospital’s ER staff pulls the EKG information from A-34’s database. The staff route the information directly to the hospital’s emergency physician, who views information from all 12 leads of the EKG simultaneously, zeroing in and enlarging the waveforms for specific leads as required. 

The cardiologist quickly determines the patient needs a cardiac catheterization and orders the paramedic team to bring the patient directly to the hospital’s catheterization lab. The same order activates the hospital’s teams to staff the lab and prepare for the patient’s arrival. 

The patient is transported from the house to the ambulance with all medical monitors wirelessly attached to him, including the EKG unit, a respirator monitor, and a blood pressure monitor. The attending paramedic rides in the ambulance’s patient module and communicates to the driver via their hands-free PSCDs. As the ambulance approaches the hospital, the catheterization lab staff retrieves the patient’s information and vital statistics from the ambulance’s database. 

When the ambulance arrives at the hospital from the house 19 minutes later, the catheterization lab is ready for the patient. After another 33 minutes, the cardiologist and the catheterization lab team successfully establish good blood flow to the affected coronary artery. 

EMS Communications Summary 

Throughout the scenario, the ambulance, the paramedic team, and the patient are tracked by the network providing geo-location information in real time. All patient information and vitals are recorded through wireless monitors and voice recognition systems with no reliance on paper reports and notes. All EMS hospital staff orders as well as paramedic treatments are recorded by the hospital and ambulance databases. All monitors and devices used with the patient are wireless to allow easy patient transport and mobility. All conversations between dispatcher and paramedics and between paramedics and hospital staff are conference call, simultaneous discussions. 

3.3 Fire—Residential Fire Scenario 

Initial Work Shift Tasks 

Three firefighters begin their shift at the Brookside Fire District Station BFD-7. After completing their administrative check-in, they complete their biometric identity check with their Public Safety Communications Devices (PSCD). After authenticating each firefighter, the system sets up their profiles on their PSCDs and the network, establishes the level of data access that each is authorized to have across available databases, and initiates personal tracking of each firefighter so that a record can be made of all instructions that are given to each, and the actions and responses provided by each firefighter. The firefighters initiate the equipment self-tests of the vests they will wear during a fire situation. The vests measure each firefighter’s pulse rate, breathing rate, body temperature, outside temperature, and three-axis gyro and accelerometer data. Each vest also provides geo-location information for each firefighter and measures the available air supply in the firefighter’s oxygen tank. The vests have a self-contained wireless personal area network (PAN) that interrogates each of the sensors and monitors. The vests code their information with the firefighter’s ID and then conduct their registration/authorization steps and report their status to the wireless network. 

The firefighters begin their check-out of the fire equipment, the fire engine, E7, and fire ladder, L7, at the station. Each apparatus has sensors to measure water pressure, water 

flow, water supply, fuel supply, and geo-location. Each apparatus also has its own PAN for interrogating all apparatus monitors. The apparatus codes the apparatus ID with the measured values and geo-location information for routing to the network. After successfully completing all the self tests, the firefighters provide a digital status to the network that they have completed all initial set-ups and they are ready. The fire station network reports to the dispatcher, via the station’s and on-board data systems, which personnel and equipment are active and available for calls. The station battalion chief follows up with a PSCD voice call with the same message. The dispatcher acknowledges that BFD-7 is active and that dispatch’s Geographical Information System (GIS)/CAD systems are properly receiving location and status data from the units.

Fire Response to a Residential Fire Call 

At 3:17 a.m., the Brookside PSAP receives a 9-1-1 call from a cab driver that the apartment building at 725 Pine is smoking and appears to be on fire. From the CAD display, the dispatcher finds that the BFD-7 station is available and close to the address. The dispatcher notifies BFD-7 to send E7 and L7, and to send BFD-7 battalion chief as the fire’s incident commander (IC). As E7 is leaving the fire station, firefighter F788 jumps onto the back of the vehicle. The vehicle registers that F788 has become part of the E7 crew for accountability and tracking. The dispatcher simultaneously sends a digital message providing the apartment building’s address. The dispatcher notifies another Brookside Fire Department, BFD-12, to also send an engine to the fire. By 3:19 a.m., E7, L7, and the incident commander leave BFD-7 and report their status to the dispatcher. As the incident commander’s command vehicle leaves the station, a nearby wireless PSCD sends the apartment’s building plans and the locations of nearby fire hydrants, the building’s water connections, the elevator, and the stairwells to the command vehicle’s GIS. The dispatcher sends a reverse 9-1-1 call message to all residents of the building, which has eight apartments on each of three floors. The nearest ambulance is alerted by the dispatcher to proceed to the scene. The local utility is alerted to stand-by for communications with the IC at 725 Pine. 

The E7, L7, and IC drivers view the apartment’s address on the cab monitor displays, which also maps the route for the drivers; a computer-activated voice tells the drivers what lane to be in and which turns to make. As the fire vehicles approach traffic lights along the route, the on-board signaling system changes the lights to the emergency vehicles’ favor and the geo-location system provides the vehicles’ location and progress on the dispatcher’s CAD display. The on-board system also interrogates the county’s transportation system for road closures, blockages, train conflicts, or slow traffic conditions to route the vehicles around impediments and provide the fastest route to the fire. 

The IC arrives on scene at 3:22 a.m., assesses the situation, noting that smoke and fire are visible, and alerts dispatch that 725 Pine is a working fire. The IC directs the local utility to shut off the gas to 725 Pine. As L7 and E7 arrive and get into position, all fire personnel and equipment are shown on the IC’s GIS display. The system automatically sets up the tactical communications channels for the IC and the fire crews. The fire 

crews are able to talk continuously with each other, reporting conditions and warning of hazards. Because the apartment building is not large enough to require a built-in wireless incident area network (IAN) for emergency services, the first fire crew into the apartment drops self-organizing wireless IAN pods on each of the floors at they progress through the building. Soon E12 and the assigned EMS unit arrive on site. The new personnel and equipment are automatically registered with the IC command post network and their PSCDs are automatically reprogrammed to operate on the incident’s PSCD radio channels and protocols. 

Several families have already evacuated the building. As firefighters ask for their names and apartment numbers, they use the voice recognition capabilities of their PSCDs to capture the information, applying an RF ID wrist strap to each resident to track their status and location. Other firefighters enter the building to guide survivors out and to rescue those who are trapped. The IR cameras on the firefighter’s helmets provide the IC a view of fire conditions within the building and where the hot spots are located. Additionally, the firefighters monitor the temperature of the surrounding air in their location; this information is directly available to the firefighter, as well as the IC and EMS unit on-scene. Other passive sensors, such as hazardous gas detectors, are also operating in the firefighter’s PAN. With the IC’s guidance, the firefighters search each apartment for survivors and the source of the fire. The IC is able to monitor the location of each firefighter and is aware of which apartments have been searched by the information provided on the GIS displays. 

The EMS unit outside the apartment monitors the vital signs of all the firefighters in and around the fire scene. The unit alerts the IC that firefighter F725 is showing signs of distress and the IC orders F725 and his partner F734 out of the building for a check-up with the EMS team. 

Firefighter F765 pushes his emergency button when he becomes disoriented in the smoke. The IC immediately directs firefighter F788 to his aid by providing F765’s location relative to F788. 

While the firefighters check every apartment for victims, the main fire is discovered in a second floor apartment kitchen where an electric range is burning. Two adults and two children are discovered in the apartment suffering from smoke inhalation. RF IDs are attached to their arms and each is given an oxygen tank and mask to help their breathing. They are carried outside the building where the EMS unit is ready to take over medical aid. 

While the firefighters put out the fire in apartment 202, the IC checks the GIS display, which shows where the fire personnel are and where all the survivors and rescued individuals live in the apartment building. Two top-floor apartments have not been searched and the IC moves fire personnel to those apartments. The apartment database indicates an invalid may be living in apartment 321. The firefighters break down the doors of both apartments and in 321 find a bedridden individual, who is in good 

condition, and a pet dog in the other apartment. Both are outfitted with RF ID devices and taken from the building. 

The fire is brought under control. The IC releases E12 and the IC network controller reconfigures E12’s PSCDs for return to the fire station. E7 and L7 wrap their fire operations and A34 has to transport one fire victim to the hospital. The IC releases all remaining equipment and gives control to dispatch. 

Fire Communications Summary 

Throughout the scenario, the fire personnel and equipment, EMS support personnel, and the fire victims are tracked by the network providing geo-location information in real time, providing the Incident Commander with current accountability of public safety personnel and of the fire’s victims. All victim information and vitals are recorded through wireless monitors and voice recognition systems with no reliance on paper reports and notes. All fire personnel and equipment have monitors to measure vital conditions and status that are reported by the wireless PAN and IAN systems to the IC’s GIS. The GIS also has access to city building department databases, which are searched and queried for building information and plans, fire hydrant locations, etc. 

3.4 Law Enforcement—Traffic Stop Scenario

 Initial Work Shift Tasks 

A police officer enters his 10-hour shift at the Brookside jurisdiction. After completing his administrative check-in, the officer takes his duty equipment to the squad car assigned to him for the shift. In the vehicle, the officer initiates his biometric identity check with his Public Safety Communications Device (PSCD). After authenticating the officer, the system sets up a profile of the officer on the PSCD and the network, establishes the level of data access the officer is authorized to have across available databases, and initiates tracking of the officer’s activities. The officer initiates the equipment self tests of the devices he will be using within the vehicle. The data terminals, status monitors, video cameras, displays, three-dimensional location sensor, etc., are integrated into a wireless personal area network (PAN). All of the devices code their information with the officer’s ID and then conduct their registration/authorization steps and report their status to the wireless network. Each device will be associated with the officer and will provide the officer with capabilities based upon the officer’s profile. When the officer starts the vehicle, a wireless hub recognizes the officer’s PAN and uploads the pertinent database files, the latest law enforcement alerts, and the current road and weather conditions to the PAN. 

After successfully completing all the self tests and receiving all the updates from the wireless hub, the officer provides a digital status to the network indicating that he has completed all initial set-ups and is ready. The Police Center network reports to the dispatcher, via the center’s and on-vehicle data systems, which personnel and equipment are active and available for calls. The officer follows up with a PSCD voice call with the same message. The dispatcher acknowledges that the officer is active and that dispatch’s GIS and CAD systems are properly receiving location and status data from the officer’s vehicle and monitor units.

Law Enforcement Response to a High-Risk Traffic Stop 

While on routine traffic patrol, the officer observes a car that runs through a red light at an intersection. The officer presses the “Vehicle Stop” button on his vehicle’s PSCD. The PSCD issues a message to dispatch, noting the operation underway, the officer’s ID, and the location information of the officer’s car. As the officer drives his squad car, the license number of the vehicle is captured by license plate recognition software and queried back to the Motor Vehicle Department. The video camera on the officer’s vehicle dashboard begins recording video of the vehicle stop onto a RAM buffer video storage device on the vehicle’s network; the video can be accessed at any time, on-demand, by the dispatcher and other authorized viewers. Other units in the area are alerted to the vehicle stop. 

Shortly, the State Motor Vehicle Registration, Stolen Vehicle, and Wants/Warrants systems return their information to the officer’s PSCD. The officer also receives a picture of and information about the registered owner; the information indicates (both on the PSCD screen and with an audio signal) that there are no Wants/Warrants. 

The vehicle pulls over and stops. The video feed will be available to dispatchers and supervisors on demand, or automatically displayed in the case of an emergency. When the officer leaves his squad car, he has access to all of his communications and data devices as the devices continue to communicate between his PAN and the vehicle’s network. The officer approaches the car and notes that there is a single occupant, the driver. The officer requests the driver’s license and registration, but the driver does not provide documentation. 

While obtaining the information from the driver, the officer observes what he believes to be the remains of marijuana cigarettes in the ashtray. The officer decides to search the suspect’s vehicle and contacts dispatch to request a backup unit. The dispatcher enters the “Dispatch backup” command for the incident on her dispatch terminal and the CAD system recommends the dispatch of the closest unit based upon automatic vehicle location (AVL) information provided by the vehicles on patrol and known road and traffic conditions. The dispatcher glances at the console map to confirm the recommendation and presses the key to confirm the CAD recommendation. The dispatch of the backup unit is transmitted electronically to terminals in that vehicle, as well as to other nearby units and the area supervisor’s car for informational purposes. A user group is created on the network between the original and backup officer to share information. The backup officer acknowledges dispatch and asks the on-scene officer to confirm location and circumstances. 

The supervisor brings up the real-time video of the event in her vehicle and briefly observes the situation. All appears under control and she releases the video link. The backup unit arrives on-scene. The responding officer orders the suspect to get out of his car. The backup officer watches the driver while the original officer searches the car. The original officer finds a number of bags of a white substance that appears to be cocaine. The original officer then places the driver under arrest and restrains him with handcuffs equipped with an RF ID tag. The RF ID tag is later loaded with the officer’s identity code, the nature of the crime, and a case number. The original officer radios dispatch to request a transport vehicle. The unit is dispatched and is linked to the original officer to communicate and obtain information as needed. 

After the arrest, the officer takes the driver’s biometric sample with his PSCD. The PSCD submits the scan data to the biometric ID database for identification. Soon after, the PSCD returns an image, name, date of birth, and physical characteristics of the individual from the biometric sample that matches the name and DOB of one of the aliases returned by the license plate check, and matches the driver’s license picture. This indicates that the driver is the registered owner of the vehicle. The officer queries the criminal history database for information about the driver and receives a response that the individual has previously been arrested for drug possession. 

When the transport unit arrives on scene, its PAN and vehicle network is automatically linked with the original officer’s network. Based on the incident and location, the system establishes a single user group so that the officers can exchange appropriate case information. The transport unit takes control of the arrested driver and transports him to the jail. The backup unit departs the scene and resumes patrol. 

The original officer takes photo images of the suspect’s car and the suspected drugs and collects the evidence. He conducts field tests of the substances and confirms that the suspected drugs are cocaine. He places RF ID tags on all evidence bags. 

The original officer radios dispatch to request a tow truck to impound the vehicle. Dispatch notifies the tow company and the original officer communicates directly with the tow truck operator to confirm location and status. While waiting for the tow truck, the original officer completes preliminary suspect and vehicle information on the crime to automatically populate the electronic Tow Report and Inventory Form and the Jail Booking Form. This information is transmitted electronically to the Sheriff’s Central Records System. 

The transport officers arrive at the jail located in Central City. The officers bring the suspect in for booking. The booking officer queries the suspect’s RF ID tag on the handcuffs to begin the booking record, which is automatically populated from the information previously sent to the Central Records System. Information on the handcuff RF ID tag is cloned to a wristband that is then affixed to the suspect after the handcuffs are removed. 

As the tow truck arrives, the truck’s network is recognized on the incident area network (IAN) at the scene. The tow truck and driver are registered and authorized to exchange information on the network. The tow truck company information automatically populates the tow report. The tow truck driver reviews the tow report with the associated officer code and case number and adds his electronic signature. The officer then continues to work on the arrest report, adding a narrative section describing the events, along with descriptions of the confiscated property and associated arrest information. The officer also updates the State Motor Vehicle database to show the vehicle status as “towed/stored.” 

The officer completes the arrest report in electronic form. The report is transmitted to the officer’s supervisor. The supervisor notes one deficiency in the report and she issues it back to the officer. The officer corrects the report and re-transmits it to the supervisor. She electronically signs off on the report and forwards it to the Central Records System and to the District Attorney’s office. 

The officer clears the incident on his PSCD, which automatically shuts off the video camera, and resumes patrol. 

Law Enforcement Communications Summary 

Throughout the scenario, the law enforcement personnel and equipment as well as the arrested suspect are tracked by the network providing geo-location information in real time to provide the field supervisor as well as dispatch with current accountability of all personnel. All suspect information and evidence are recorded through wireless monitors and voice recognition systems with no reliance on paper reports and notes. All information is tagged with the original officer’s identity code. All evidence is tracked with RF IDs to provide an audit trail. All law enforcement personnel and equipment have monitors to measure vital conditions and status that are reported by the wireless PAN and IAN systems to the IC’s GIS. National and state criminal justice records and state civilian records are searched and queried for information relating to the traffic stop, etc. 

3.5 Multi-Discipline/Multi-Jurisdiction—Explosion Scenario 

This scenario focuses on the command and control, asset status and tracking, and major communications interoperability aspects of an incident involving first responders. The scenario occurs from the perspective of the Incident Commander and Emergency Commander, and does not include first person, first responder perspectives. The communications capabilities described in the three first responder scenarios are implied (but not described) in this scenario. The italicized text indicates actions or responses of the Emergency Manager. 

Explosion 

A large explosion occurs at a chemical plant in Barberville, a suburb of Brookside. There is the potential for hazardous chemical leaks as well as toxic smoke from the chemicals burning. 

Incident Command (IC) arrives on-scene and assesses the situation. After briefly surveying the area, the IC team initiates their mobile command center and begins to receive information from the temporary network created by the on-site first responder vehicles and personnel. 

The Emergency Manager (EM) is alerted that a major incident has occurred and brings up the command terminal in the Emergency Operations Center (EOC) to monitor the regional situation. All of the region’s assets are available for query by the EM. 

The mobile command center’s display registers all of the assets that are currently on-scene, including EMS, Law Enforcement (LE), and Fire. The status of each asset is also available, but is displayed on demand. 

IC shifts the display to a GIS overlay of the explosion, with the location of all assets shown. Areas are marked to display casualties, fires, evidence, the incident perimeter, etc. The information for the GIS displays comes from a site survey already underway by LE, Fire, and EMS personnel. 

Information is available on the EM’s system as the information is gathered by IC. This information is shown both in a GIS-map format as well as a textual set of data. On demand, the EM can call up the information on the incident as if the EM were on site in the capacity of IC. 

As new units arrive on-scene, they are authenticated into the incident and added to the list of assets available to IC. 

The on-scene Fire Branch monitors the status, location, and current duties of the Fire assets on their command screen, and reassigns them as necessary. Any data that is pertinent to the other Branches and IC is automatically forwarded onto their command systems. This same situation is repeated for both the LE Branch as well as the EMS Branch. 

After completing all of the pre-defined tasks for this particular type of incident, IC begins coordinating with the LE, EMS, and Fire command posts. As IC begins directing the assets in the field, the Fire Branch informs IC that the incident is too large to be handled by the assets on hand. IC then puts in a request to the EM for the acquisition of more fire units. 

As the request for more fire assets comes into the EM, the EM initiates the Mutual Aid agreements in place, and units are dispatched from the Brookside Metro area to Barberville. 

The EMS Branch sets up a triage/treatment area and begins to direct the resources available to identify and handle casualties. The location of the triage/treatment area is disseminated to all first responders on-scene, and the area medical facilities are alerted as to the status of the triage/treatment area. 

The Fire Branch is notified of an emergency on their command screen as one of the firefighters in the field has a passive sensor triggered by the detection of a hazardous chemical. The sensor determines that the hazardous chemical would not be ignited by a radio transmission, allowing the network to notify all first responders within 100 feet of the particular firefighter along with LE, EMS, and IC. The Fire Branch designates this area as a Hot Zone that alerts any personnel entering the designated area as to its status. 

Because of the potential for the release of hazardous chemicals, the EM directs all available Hazardous Materials (HazMat) teams to the location, and puts these assets under the control of IC. IC sets up a secondary perimeter five blocks back from the incident. 

The EM notes the perimeter change and initiates a Reverse 9-1-1 warning call that is sent to all fixed and cellular telephones inside the secondary perimeter. This call instructs the people inside the perimeter to find shelter in the area quickly and to close off all outside ventilation. 

The LE Branch is directed by IC to coordinate with the Department of Transportation (DOT) to configure traffic management assets, such as traffic lights and electronic signs, to divert traffic away from the incident. 

The LE Branch has enough assets to establish a perimeter, but needs more assets to maintain the security of the incident. IC puts in a request for LE assets to the EM. 

The EM begins to coordinate with the public utilities and other pertinent private organizations for the appropriate responses, such as shutting down gas lines to the area, and dispatching electrical crews to handle situations, such as downed power lines. The EM also directs additional LE assets into the area upon receiving the request from IC. 

Upon further investigation by LE and Fire assets, IC determines that this explosion was not an accident, directs LE to treat the area as a crime scene, and assigns Detectives to begin an investigation of the crime scene in coordination with Fire Investigators. This information is also available to the EM. 

After determining that the probable cause of the situation is a bomb, IC directs the LE Branch to begin directing traffic away from the scene and to initiate a secondary explosive device search by the Explosive Ordinance Disposal (EOD) team. 

The EMS Branch continues to coordinate the efforts of EMS assets. As casualty information comes onto the command screen via the RF ID tags used by personnel in the field, the most critical cases are selected for transport to the nearest available hospitals. The EMS Branch believes that the on-scene casualties will overburden the medical facilities selected to handle them. The transportation officer is directed to query the local medical facilities as to their status, and their capacity for casualties and what types of casualties can be taken. Casualty statistics are available on demand by IC and the EM. Additionally, the local medical centers coordinate among themselves regarding resource availability. 

The EM begins to monitor the status of the casualties, as well as the status of the responding medical facilities. Seeing the casualties from the incident will overburden the nearby facilities, the EM puts a neighboring medical facility on alert for incoming casualties. The EM also directs additional EMS crews to respond to the incident. 

As EMS assets arrive on-scene, the assets are registered and their capabilities are authorized for placement into the EMS asset pool for assignments given by the EMS Branch. 

The Unit Commander of the EOD team notifies the LE Branch that no secondary devices have been found. The LE Branch pushes this information to IC. IC then automatically forwards this information to the EM. 

The Fire Branch alerts IC that all of the fires have been identified and are marginally contained. Additionally, the hazardous chemical spill has been contained and eliminated by the HazMat teams dispatched by the EM. All but one HazMat team is released back into the asset pool. 

The Fire Branch alerts IC that all of the fires have been eliminated, and that all but one Fire Crew has been released back into the asset pool. 

The EMS Branch alerts IC that all of the casualties have been evacuated to appropriate medical facilities. The coroner has been contacted to begin removal of the corpses. 

Multi-Discipline/Multi-Jurisdiction Communications Summary 

The abstracted view of Incident Command is very different than that of a first responder reacting to a situation in the field. As such, their communications needs and capabilities are tailored to meet those differences. While the communications and actions depicted in the scenario are oversimplified versions of what would actually have occurred in real life, what has been captured is the general nature of the communications, the command and control functionality, and examples of access to a wide variety of information on an on-demand basis. The command and control of Incident Command on-scene and the Emergency Manager provides for the safety and accountability of all the assets at the incident and provides information on additional resources that could be brought to the incident. The networks for communications and information exchange are created on an ad hoc and/or temporary basis at the scenes. They overlay on one another to provide 

interoperability and integrate with the larger jurisdiction area networks to form a system of systems for command and control. 
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